1. O6maH noTepneBiero noj MpeaioroM Npojaaskd BelleH Ha HHTEPHET-
mwiomagke. Ha TOpProBeix HHTEPHET-IUIOMAAKAX MPABOHAPYLIUTENbL HAXOIAMT
0o0BsBICHNE, pa3MEICHHOE IOJIb30BaTelieM O MPOoJake KaKoro-1u0o MMYIIECTBa,
MOCJIe Hero B Pa3iMYHBIX MECCEH/DKEpax MUIIET JAaHHOMY IIOJIb30BATENI0 O TOM, UTO
XO04eT MPHOOPECTH ero UMYILECTBO, YKa3aHHOe B OOBSABISHNH, OJHAKO I10 PA3IUYHbIM
NpUYMHAM HE HMEET BO3MOXKHOCTH JHMYHO 3a HMM TpuexaTb. OH npejuiaract
IIPOM3BECTH OILIATY ITyTeM I1epeBOJia JeHEXHBIX CPEJICTB Ha OAHKOBCKYIO IINIATEKHYTO
xaprouky (nanee - BIIK) moap3oBaTess B IOCIE TOTO, KaK OH COTJIAINAETCS, BEICHLUTAET
B €TI0 -a/Ipec CCHUIKY ¢ (MIHATOBOM (MOAASNILHON) CTPAaHHLICH caiiTa OIpeNeIeHHOIo
OaHKOBCKOTO HJIH MHOTO yYpexaeHus (CTpaHHIla MOXET ObITh BU3YaJIbHO CX0Xa CO
CTpaHUllell HHTEPHET-OaHKUHTa U OTIUYATHCH TOJIBKO CHMBOJIOM B aJIpECHOM CTPOKE
IOMEHHOrO uMeHHM calita). [lepexons mo yKa3aHHOM CCBUIKE, MOJb30BaTelb HE
3aMeYaeT, 4YTO HaXOMUTCS Ha MOIJICNBHON CTpaHWIle WHTepHeT-OaHkuHra. B
OTKPBIBIEMCS OKHE Ha yKa3aHHOM CaliTe [OIb30BaTellio, KaK TPABHIIO, TIPEIIaraeres
BBEeCTH CBOM pekBM3UTHl BIIK, JOoruH ¥ mapoib OT WHTepHeT-OaHKUHra JHO0
TacropTHEIE JAHHBIE, 4 TaKXke KOJ U3 cMc-coobmenus. [locie BBOIA yKa3aHHOM
WHPOpPMAIIMK TOJB30BaTeNII0 cooliaercs 00 ommbke JMOO HEBO3MOXKHOCTH
COBEpIIMTH TIUIATEXX. B 3TO Bpemsi BCIO BBEJACHHYIO HHQOpPMAlUIO BUAUT
3JIOYMBIIUTEHHUK W BBOJWUT Ha JIeMCTBUTENIFHOM caliTe OaHKa WIM MHOM pecypce,
mofydas TEM CaMbiM JOCTYN K JEHENHBIM CPeNCTBAM JKEPTBEL 1 COB%HI&W'

e - 7!///55«”’



xuieHue. IlpoBenss HeCAaHKLMOHUPOBAHHYKO OINEPALMIO MO MEepPEeBOAY AEHEXKHBIX
CPeNCTB, MPaBOHAPYIIUTENb HEPEAKO cOO0IIaeT NOAb30BaTENI0, YTO MO0 TEXHUYECKUM
IpPUYMHAM HE MOXET €€ OCYLUECTBUTh, U MPOCUT MOBTOPUTH AECUCTBUSI C KAKOH-TO
JIPYTo# KapTOYKOH (pOACTBEHHUKOB U 3HAKOMBIX ).

2. O6maH mnomnepeBIIero moJ MpeaioroM MOKYIKH Bellled HA HHTepPHeT-
mjaomajake. Ha TOproeplX HHTEPHET-IUIOLIAAKAX 3JOYMBIIUICHHUK pa3MelaeT
0oOBsBIIEHUE O TMpOoJAaXe KaKoro-iubo MMYILECTBa, MOJB3YIOLIErocsl CIPOCOM, U
npeJHAMEPEHHO yCTaHABIMBAET LIEHY HWXe pbIHOYHOM. Ilonb3oBaTenu, yBUaeBIINE
yKa3aHHOe OOBSIBJICHUE, MUIIYT JHILY, €r0 pa3MECTUBIIEMY, U B XOJi€ MEPENUCKHU
3JI0YMBIIUICHHUK COOOIIAET, YTO HE UMEET BO3MOYKHOCTU JIMUYHO BCTPETUTHCS ISl
nepenayd HMyllecTBa, MNpeAJaraer BOCIHOJIB30BATbCA KYPbEPCKUMHU yCIyraMu
(nanpumep, «JloctaBka Kydap», «bemmouta (EMC)», «Kypeepckas cuyx0ba
(CO2K)»). Ilpu cornacuu nokymnarenas NPaBOHAPYLUUTENb BBICBUIAET B ajapec
MOJIB30BATESI CCHUIKY ¢ GUIINHIOBON CTpaHULeH caliTa Kako-To-JI1100 BUa IOCTaBKH,
rae mpenaraetcs BBecTH pekBU3uThl BIIK nm1s omnater ToBapa, ycnyr Kyphbepa,
acIopTHbBIE TaHHbIe, HOMEP MOOUIIBHOIO TeNe(OHa, a TAKXKE KO/ U3 CMC-COOOIIECHHSI.
[Tocne BBOJA NaHHOH HH(OPMAILIMK MOJB30BATENO OOBIYHO cOOOIaeTcs 00 oInOKe
1160 caliT mepecTaeT 3arpyxaThesl («3aBUcaeT»). B 3TO Bpems BClO BBEIEHHYIO HH.
dbopMalio BUAUT 37T0YyMBILIJIEHHUK U BBOJUT €€ Ha JEHCTBUTEIBHOM caiiTe OaHka,
nojy4asi JOCTYN K JEeHEeXHBIM CPEICTBaM II0JIb30BaTesA U COBepllias MX XHILEHHe.
[IpoBensi HeCAaHKLIMOHHUPOBAHHYIO ONEPALIUIO IO MEPEBOY IEHEXHBIX CPEACTB, OH
coO0IIA€ET MOJIB30BATEINIO, UTO [10 TEXHUUECKUM [IPUYMHAM HE MOXET €€ OCYILECTBHTb,
U TPOCUT [OBTOPUTh YKa3aHHbIE [EHCTBUS C KaKOH-TO JpPYroM KapTOUKOH
(pOJICTBEHHUKOB MJIH 3HAKOMBIX).

3. O6mMaH nmoTeprneBlUIero MojA MPeAJoroM OKa3aHHS MOMOINH OT HMEHH
O0aHkoBcKHX paboTHHkoB. Ha MoOunpHBIA TenedoH NOTeprneBLIEro MOCTymaeT
BXOJSAIIMNA 3BOHOK OT 3JIOyMbILUICHHHKA. Kak MpaBwio, Opy 3TOM MNOCHEAHHN
MOJIB3YETCSL CEPBUCOM IO MOAMEHY HOoMepa TeineQOoHa U yKa3blBaeT aOOHEHTCKUH
HOMep, MPUHAJISKALINN KakoMy-TH60 OaHKY MM CXOXHH C HUM, THOO UCHOJb3YeT
JUISL OCYIIIECTBIIEHHS 3BOHKA MecceHmxkep (Hampumep, Viber), Tie y BbI3BIBAIOIIETO
aOOHEeHTa WMeeTCsl SPJIBIK C JIOTOTUIIOM OaHKOBCKOTO YyupexaeHus. Jlaiee oH
MpeaCcTaBiIseTcs COTPYIHUKOM OaHka (MOXET Ha3BaTh IOJb30BAaTeNs 110 UMEHU U
OTYECTBY, a Takxe cooOmHUTh yacTh Homepa BITK nubo undpopmauuo o HegaBHO
COBEPIIICHHBIX OIJIaTax). 3MOYMBILITEHHUK COOOLIAET O NOI03PUTENbHBIX OEPALIHIX
0 TepeBOY OEHEXHBIX CPEACTB B KPYMHBIX CyMMax Ha KapT-cueTa MHOCTPAHHBIX
O6aHKOB UMK OGOPMIIEHUH KPEAWTOB Ha MMs mnorepnesliero. Korga norepneBmui
OTBEYAET, YTO HUKAKUX Olepaluil OH He MPOU3BOAMII, 3J0YMBIIIJIEHHUK COOOIIaeT,
YTO YKa3aHHbIE OIMepaldd HeoOXoIuMo 3a0JOKHpOBaTh, B CBSA3HM C 4e€M IPOCUT
N0JIb30BaTeNsl Ha3BaTh OTAENbHBIE pekBU3UTHl BIIK 1ub0 macmoprTHble NaHHBIE U
COO0OIIIaeT, 9TO BBICHUIAET B a/IpEC MOJIH30BATENS CMC-COODIIEHHE C KOJIOM, KOTOPBIH
HeoOXOJUMO Ha3BaTh MOCJE 3BYKOBOTO CUrHaja. B 3To Bpemsi Bce MONy4YEHHbIC
CBeJICHUS 3JI0YMBINIJIEHHUK BBOJUT Ha caiite 6aHKa, MOoJyyaeT AOCTYI K JEHEXKHBIM
CpelcTBaM IOJb30BaTeNis M coBeplIiaeT uUX XuieHue. CreayeT MOMHHUTH, YTO
3arpallirBaeMasl pecTyTHUKOM HH(OpMalHs coTpyIHUKaM OaHka He TpeOyeTcsl HU
MpY Kakux oOCTOSATENIbCTBAX U OHU He OyIyT y3HaBaTh O HeH y KIHMeHTa.



4. O6MaH noTepneBuIero noj NpeajioroM NOKyNnkH OMIeTOB B KHHO, TeaTP,
OpPOHHPOBAaHHA KAJLAHHBIX, CAYH H Np. (TAaK Ha3bIBaeMasi cxeMa KAHTHKHHO»).
KubepnpecTynHuku ¢ GpeiKoBbIX aKKayHTOB Ha pPa3lIMYHBIX CaiTaX, MpeACTaBIsAsACh
JEBYLIKAMH, 3HAKOMSTCS C MY)XUYMHAMH W TpeyiararoT MPOJO/IKUTH OOLIEHUE B
MecceHpKepax. Jli1s yOequTeapHOCTH OHM HANpaBisiioT codecenHukaM ¢ororpaduu
U TOJIOCOBbIE COOOLIEHUs, BeAyT Oeceabl Mo TejedoHy. 3areM MOLUCHHHMKH
NPUCBUIAIOT (UINMHTOBYIO CCBUIKY Ha cailT, HalpuMep, HECYILIECTBYIOLIETO
KMHOTeaTpa, B KOTOPOM IMpeliararoT MpoBecTd Bpems. MyxuuHaM HeoOXoIuMO
3a0pOHUPOBATh MECTa M BCe oriaTuTh. [loTepneBiine BBOAST pekBU3UTHI cBoux BIIK,
TEM CaMbIM IIPE10CTaBIIsASI MOLLIEHHUKAM MOTHBIA KOHTPOJIb HaJl KapT-cueTaMu. TakuM
00pa3oM 3JI0YyMBILLICHHHKU 3aBJIafieBalOT JeHbraMu. [Ipu MomnbITKe oOpaTUThCS B
ciyx0y momdepKKH caiita OOMaHyThie TIpaxxJaHe CHOBa IIONAJaloT Ha
KUOEpNpeCTYNHUKOB, UYTO TMPENSTCTBYET CBOEBPEMEHHOMY OOpallleHUIO B
NPaBOOXPAHUTENbHbIE OPraHbl.

S. O6maHn norepneBiIero nojx NpeaioroM NpoaJieHusi cpoka aeicreus SIM-
kapTbl. Ha TenedoH moctymaer 3BOHOK OT HEH3BECTHOIO, MpPEACTABIISIOLIEr0Cs
o(UIMANBHBIM JHIOM COTOBOH KOMIIAHHH, KOTOpOEe cOoobLIaeT 00 OKOHYaHUH CpOKa
nectBust SIM-kapThl. 15 ero npojasieHHsi MOIIEHHUKH MPOCIT Ha3BaTh KO U3 CMC-
COOOLLEHHSI, KOTOPBIi MPUXOAUT Ha TesleoH. Tak OHU MBITAKOTCS MOMTYYHUTh 1OCTYII B
JUYHBIA KaOuWHET Ha caiiTe omepaTopa CBS3H, [OC/Ie€ Yero YyCTaHAaBIMBAOT
nepeajpecalydio  Ha KOHTPOJIMPYEMBbIM TIpecTynHHMKamMu Homep. HWMHorma s
BXOXKJEHUS K HUM B JOBepue MNpeasaraloT NepeidTH NMOTeprneBIIUM MO (eHKoBOH
CCBUIKE.

6. OOmMaH noTepneBmIero noj MNPeNlIOrOM OKA3aHHSi COJEHCTBHSI B
NoJIy4eHHH nocbLIKH Ha «beanourey. [ToTepneBuieMy HanpaBistOTCS COOOIICHUS
O TMpHIIeAmed NOChUIKE, KOTOPYKO MOXHO TMOJy4YUTh [OCHE  3allOJIHEHUS
HelocTawlle uHbopMmaluy, nepeins Mo ccbuike. B peallbHOCTH K€ MOCieaHss
sBNIs€TCSl (PUILMHIOBOM, a BBOJ IaHHBIX TI03BOJISIET MOLLEHHUKAM TIOJY4UTh TOCTY K
KapT-C4eTy U MOXUTHUTH JECHBIU.

7. O0MaH mnoTepneBHIEro MO MNPeAJOrOM OKa3aHHS [OMOIUH €ro
POACTBEHHHKY HJIH O/im3Komy. Ha MOOUNBHBINM TenedoH noTeprneBIIero NocTynaeTt
BXOJSILMHA 3BOHOK OT 3JO0YMBIIUIEHHHUKA, KOTOPBIM COOOLIAET, YTO POACTBEHHHK
YKEPTBBI I0TIAJI B HENIPUATHYIO UCTOpHIO (HanpuMep, oH yyacTHUK A TII, eMy rposut
TIOpbMa, OH HaxoauThcsi B OonbHule). Ilocne storo TpyOky OepeT sikoObl Bpau
(ciienoBatenlb, MHJIMLHOHED, NPOKYpPOpP) W TOBOPHUT, YTO CPOYHO HY)KHBI NEHBIH,
4TOOB! OIIATHTh JOPOTOCTOsIIEE JICUEHHE WM JaTh B3ATKY («OTKYIUThCS»). B
npolecce JAManora IMOTEpHeBIIMH OEeCIPEeKOCTIOBHO BBINOJHAET TpeOoBaHUs
MOILIEHHHKA: B HEKOTOPBIX CIy4asiX yCTaHaBIMBaeT Ha CBOEM Tesie(oHe Iporpammy
AnyDesk, RustDesk, ¢ moMoLi1pt0 KOTOPbIX MOIIICHHHUK OTCJIE)KUBAET U KOHTPOIUPYET
BCE €ro NeHCTBHUSA, BbIBEAbIBAET KOHPHACHLUHATIBHYIO HH(QOpPMALHIO JI0CTyNa K
OaHKOBCKOMY CY€Ty, BBIHYXIaeT O(OpMHTh U IepeoPOPMHUTH KpPEAUT JubO
cooOLIaeT, YTO MpPUEAET Kyphep, KOTOPOMY CJEAyeT MepelaTh HalUuHbie JEHBIH.
TaxkuM 00pazoM, B pe3ysibTaTe MOILIEHHUYECKUX JAEUCTBHIA MOTEPIEBIINHA JTHIIACTCS
JNEHEXHBIX CPEACTB.

8. O6MaH nmorepneBmiero noa NpeajioroM BpPeMeHHOro 3aMMCTBOBAHHS
aeHer. Ilocie HeCaHKUMOHUPOBAHHOIO JOCTYNa K CTpaHULIAM I10Jb30BaTelis B
COLIMANBHBIX CETAX 370YMBIIUIEHHUK PacChlIaceT OT €ro HMEHU JIMLAM, HaXOASILIUMCS



B pazzene «Jlpy3bs», cooO1IeHns ¢ Mpock00il 06 OKa3aHUM MOMOIIH, BRIpaXkatoIencs
B MEpEeBOJE JACHEXHbIX CPEICTB, JUISl Hero HCMOJb3yIOTCS pa3luyHbIe MPEeIoTH:
«IIpuBet, HE Mor OBl Thl OIOJKUTH MHe JeHer? OTaaM depes mapy aHei», «IIpuser,
MOJIOXKH, oXKanykcTa, 10 pyOneii Ha TenedoH, s oTaam», «I I[puBeT, MOXKHO s IEpeBe Ly
TeOe Ha KapTy CBOW I€HbIHU, & TO Y MEHS 3aKOHUMIICS CPOK JACHCTBHUS KapThl (MM HE
nonmyJyaeTcsi MepeBecTH Ha CBO)?». Jlanee mnpecTyNHUK BXOIUT B JOBEpHUE K
HEPaBHOAYLIHBIM MOJIb30BATEINSAM U SKOOBI IS NIEPEBO/IA NEHEKHBIX CPEJACTB MPOCUT
cooOumTh pekBU3UTH BITK 1 konb! 13 cMc-coobienuii. [lonp3oBaTennb, BBeACHHBIH B
3a0Ty)K/IEHHE OTHOCHTENBHO JIMLA, OCYIIECTBUBIIETO YKAa3aHHYIO pacChUIKY, He
JOrafaBIIMKCA O TMPECTYNHOCTH €ro HaMepeHu#, coobIaeT 3amnpalliBacMble
CBEJICHHS, BBUIY UEro 3JOYMBILUIEHHUK TOTyYaeT JOCTYI K JACHEXHBIM CpeICTBaM
’KEPTBBI U coBepinaeT Ux xuiueHue. [IpoBens HECAaHKLIMOHUPOBAHHYIO ONEPALMIO IO
NEPEeBOJIy JIEHEKHBIX CPENCTB, TO €CTh (PAKTHUYECKH YyXKE€ MOXUTHB JCHBIU C OAHOU
KapThl, 3JI0yMBIIIUIEHHHK 4acTO COOOIIAeT, YTO M0 TEXHUYECKUM IIPUYHHAM HE MOXET
OCYILIECTBUTH ONEPAIHI0 M MPOCUT TMOBTOPUTH YKa3aHHblE NEHCTBUS C KaKOH-THOO
OpYyroi KapTO4YKOH (POACTBEHHUKOB MM 3HAKOMBIX ), YTOOBI MPOJODKUTH XUIIEHHUS C
IpYyTrux OAaHKOBCKHX CYETOB.

Bce mnpuBeneHHbIE NMPUMEPbl IMOKA3bIBAIOT, YTO MOIIEHHHKH HWCIOIB3YIOT
bakTOp HEOXKHIAHHOCTM MW CO3JAIOT U JKEPTBBl MaKCHMAalbHO HeyIOOHEIe,
OrpaHMYEeHHble 0 BpeMEHHM YCJOBMs Ui aHaiu3a npoucxojsuiero. OObIYHO uX
uHTepecyeT HoMep BITK, 10ruH M naposnb oT kabMHETa MONIb30BaTENs, KOJbl U3 CMC-
COOOIIEHHUS.

Huasi Toro 4to6bl o00e30macHTL cefsi H CBOH [I€HEXKHBIE CpPeACTBA,
He0OX0AHMO 00 TI01aTH C/lelYIOlHe NPaBHJIa:

He pasriamarh JOTHHBI, HoMepa TenedoHoB, naponu, [TMH-koabl, peKBU3UTHI
BIIK, pacyetnbix cuetoB, cekperHble (CVC/CVV-koapl, AaHHBIE KacaTelbHO
MOCJEIHUX TUIATEXER U CpoKa IeHCTBUS MIACTHKOBBIX KApTOUEK TPETHUM JIULAM;

NOAKIIOYMTh M  HMCMONB30BaTh TexHodoruto «3D  Secure», koTopas
obecrieuynBaeT 0e30MacHOCTh IuaTexeil B cetd MHTepHeT, Mo3BOJNSET OAHO3HAYHO
HUIEHTH(QHUIIUPOBATh MOMJIMHHOCTD Ep)KaTels KapThl, OCYLIECTBISIONIETO ONEPaLHIo,
M MakCHUMallbHO CHHU3UTh DPHUCK MOIIIeHHUUYecTBa. [Ipu WcCrMonb3oBaHUM ITOU
TexHoJioruu Aepxarenb bIIK nmoarsepxaaer kaxayro onepanuio 1o cBoe KapTouke
CIELHUAIBHBIM CEaHCOBBIM MapOoJieM, KOTOPBI OH MOJyYyaeT B BHIE CMC-COOOILICHUS
Ha CBOIl MOOUNBHBIN TenedoH;

UCKJIIOUMTh Tepeady MOCTOPOHHHUM JIMIIAaM IOJYYEHHBIX B CMC-COOOILIEHHUSAX
CEaHCOBBIX Mapoiiel 1 MOATBEPKACHUS onepauui, a Takxe cBoux BIIK, kakum 05l
TO HHU OBLIO CIIOCOOOM;

BBOJIMTh CEKPETHBIC TaHHBIE TOJIBKO Ha CaiiTaX, 3allMIICHHBIX cepTU(hUKAaTaMU
0€30MacHOCTH M MeXaHW3MaMu LndpoBaHus. JloMeHHble UMEHa 3TUX PECypcoB B
aJIpecHOM CTpOKe Kaxaoro Opaysepa HaUMHAIOTCS C https://, a He http.//,

MpPOU3BOIUTH PEryJSIPHBIH MOHHUTOPHHI BBIIIOJHEHHBIX ONepalyi, UCHOJb3ys
pasJzien ¢ ucTopuel raTexel, KOHTPOJIUPOBaTh CBOH CITUCAHMUA:

HCIIONB30BaTh  JOMOJHUTENBbHBIH  YpOBeHb  0e30MacHOCTH  (CHUCTEMBI
MHOIOYPOBHEBOH  ayTeHTH(QUKALUWH, CMC-UHGOPMHUPOBaHHE O  PacXOJHBIX
omnepaumsx); '

noao0paTh CJIOXKHBIN MapoJib, HCIONb3Ysl Habop LUdp, 3arIaBHBIX U CTPOYHBIX
OyKB, KOTOPBIii Oy IeT MOHATEH JHUILb BIaJelblly aKkayHTa. I3MeHATb 1apoJib KaKble
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2-4 HelenH, eclnd NOJb3YyeTeCh UYXXHMH KOMIBIOTEpaMU MAJI BXOJa B CHCTEMY
UHTEPHET-0aHKHHTa;

He IIPUMEHSTh aBTOMaTHUeCKOoe 3aloMUHaHWe MNapojeidl B Opaysepe, ecid K
NEPCOHAILHOMY KOMIBIOTEPY OTKpPBIT AOCTYI MOCTOPOHHHMM JIMLIAM HIIM €CIIU IS
BX0/1a Ha CalT UCIONb3YETCs KOMIIBIOTEP 0OLIEro 10CTYIa;

yCTaHaBJIMBaTh aHTUBHPYCHYIO 3alUTY, CBOeBPEMEHHO OOHOBIIAAA 6a3bl JAHHBIX
BUPYCOB U IUIMUOHCKUX yTUJINT;

npuBsa3ate K MAC unu [P-agpecy Bxon B JIMUHBIM KaOUHET HA CaliTe UHTEPHET-
OaHKHHTra;

BbIKJIaAbIBaTh hoTorpaduto BIIK B ceTs MIHTEpHET, NOCKOIBKY UMEIOLIMXCS Ha
U300paKeHUN CBENEHUIl MOXeT ObITh JIOCTaTOYHO IJIsi COBEpIUIEHHUs ONepalMh C
HCIIOJIB30BaHHUEM ITHX JaHHBIX 6e3 BeoMa Biajeliblia.

B nenax ycrpaHeHHs NMPUYUH U YCJIOBHH, CIIOCOOCTBOBABIIMX COBEPIIECHUIO
NPECTYIJIEHUs], PyKOBOICTBYsCH cT. 4 3akona Pecnybnuku benapyce ot 13.07.2012 .
N° 403-3 « CnegctBeHHOM KomuTeTe Pecryonuku benapycey, m. 11.5 Tlonoxenus o
CnencrBenHoM komutere Pecny6nuku benapych, yTBepxkIeHHOro YkKa3zoMm
Ilpesunenta Pecniybnmku benapycs 0110.11.2011 N° 518 «Bonpocs! CiiencTBeHHOIO
xomuteTa PecnyOnuku benapycoy,



